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Prasaga, LTD. Ecosystem enables the promise of the Internet of Things (IoT) by pushing process and 
device automation into the networking and messaging layer of IoT. This streamlines and simplifies 
installation, manage and use of application and devices that make up IoT. 
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A	Scalable,	Secure,	Actionable	Data	Ecosystem		

Prasaga	 Ecosystem	 delivers	 data	 to	 the	 correct	 end	 points,	 using	 ushers	 of	 virtual	 lists	 comprised	 of	
devices,	 data	 sources	 and	 other	 endpoints.	 	 It	 allows	 discovery,	 configure,	 manage,	 &	 control	
automatically	through	a	bound	channel	that	can	be	configured	in	real	time.	Ushers	can	be	written	in	any	
language	and	reside	inside	or	outside	of	the	ecosystem.	

Prasaga	Ecosystem,	based	on	IETF	open	standard	XMPP	protocol,	which	is	mandated	by	the	USDoD	for	
Real-time	 communications	 for	 Voice,	 Video,	 Chat,	Messaging	 and	 Presence	 and	 allows	 for	 human	 to	
human	collaboration	around	the	sensor	data	and	analyzed	results,	including	streaming	of	content	through	
pub/sub,	virtual	lists	and	MUC	rooms.	Prasaga	components	can	be	integrated	into	existing	UI’s	with	ease.	

There	is	little	dispute	regarding	the	rapid	growth	of	connected	devices	and	the	cloud.	Cisco	predicts	that	
there	will	be	25	billion	devices	connected	to	the	internet	by	2015	and	50	billion	by	2020.1	The	proliferation	
of	the	Internet	of	Things	(IoT)	will	continue	to	change	how	we	live	and	conduct	business,	enabling	us	to	
gather,	analyze,	and	distribute	data	on	a	massive	scale.		

The	success	of	the	IoT	will	be	determined	by	how	“smart”	the	connected	things	are	and	what	types	of	
data	we’ll	be	able	to	gather.	A	critical	innovation	necessary	for	the	(Industrial)	Internet	of	Things	to	thrive	
and	grow	is	a	communications	ecosystem	that	connects	disparate	things	and	enables	them	to	seamlessly	
exchange	 data	 securely,	 efficiently,	 bi-directionally,	 and	 in	 real	 time;	 enabling	 the	 convergence	 of	
intelligent	equipment,	facilities,	systems,	and	data	and	giving	workers	the	ability	to	make	better	and	faster	
decisions.	 This	 supercharged	 level	 of	 productivity	 has	 the	 potential	 to	 impact	 the	 world’s	 economy	
significantly,	reduce	energy	costs,	and	realize	enormous	operational	savings.2	

The	ecosystem	must	be	malleable	enough	to	scale	autonomously,	adaptive	enough	to	handle	constantly	
changing	connections,	and	resilient	enough	to	stand	up	to	the	huge	ebbs	and	flows	in	data	that	will	occur.3	
The	 efficiency	 of	 data	 connection	 and	 configure	 is	 significant	 and	 must	 be	 effective	 within	 legacy,	
contemporary	 and	 future	 networking	 technology	 including	 dealing	 with	 network	 issue	 such	 as:	 high	
latency,	low	bandwidth,	inconsistent	and	disconnected	environments.	

These	 requirements	 focus	us	 to	evolve	 from	traditional	 Service	Oriented	Architectures	 (SOA)	 to	event	
based	fabric	solutions	including	bi-directional,	secure,	client	aware	server	solutions.	Additionally,	modern	
rapid	authentication,	 compression,	 and	multicasting	 features	 increase	efficiency	and	 security	of	event	
based	ecosystems	making	engagements	based	on	purpose	a	reality.	

Purposeful	Engagement	

The	 introduction	 of	 this	 capability	 will	 allow	 all	 verticals;	 Health	 Care,	Military,	 RDM,	Manufacturing,	
Energy	etc.	to	realize	efficiencies,	energy	savings	and	lower	TCO	while	delivering	a	service	to	its	customers	
that	will	create	a	more	sticky	and	trusted	relationship.		Purposeful	Engagement	allows	the	message	to	be	
read	 in	 transit,	correspondingly	grouped	and	either	 launch	applications	or	 forward	 to	a	human	whose	
profile	best	accommodates	the	needs	of	that	specific	issue	opposed	to	going	to	the	dB	and	waiting	for	
process	cycles,	adding	latency	to	action.	
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In	order	for	the	capability	to	be	realized,	presence	must	be	available.		Presence	is	universally	understood	
as	red,	yellow,	green	availability	indicators.		Presence	is	not	prejudice	to	data	origination	and	is	capable	
of	revealing	any	value	or	state	that	any	device	is	in	at	any	particular	moment	in	time.			There	is	not	a	need	
to	have	continual	updates	from	a	device	if	it	is	acting	in	normal	operational	parameters,	there	is	need	to	
know	when	it	is	acting	outside	its	defined	normal	operation	and	needs	to	be	acted	upon	to	prevent	system	
failure	or	loss	of	life.	

Thusly,	Real-time	tracking	of	status	and	capabilities	of	assets	in	the	field	allowing	for	automated	discover,	
configure,	manage	and	control	of	IoT	devices	and	application.	

Challenges	
• Presence	requires	lists,	and	standard	lists	require	preconfiguring	
• Presence	can	create	significant	chatter	
• Excess	of	unrelated	presences	message	delivered	many	unrelated/non-required	entities	

Solution	
• Advanced	Presence	data	
• Purposeful	Engagement	
• Ushers	(listeners	for	events	and	condition,	tasked	with	coordinating	responses,	both	human	and	

non-human	aided)	

Benefits	
• Automatically	identify	assets	in	need	and	direct	them	to	resources	required	to	resolve	issue(s)	
• Automatically	link	asset	together	to	reduce	miscommunication	and	cycle	times	
• Update	business	and	device	processes	from	a	central	location	(Cloud	Controlled	Devices)	

The	following	table	describes	how	purposeful	engagement	works	for	Factory	and	non-Factory	provisioned	
devices.	Prasaga	is	agnostic	of	data	or	files	delivered	through	the	system,	but	does	require	some	content	
to	 be	 formatted	 using	 Prasaga	 extensions	 to	 as	 part	 of	 its	 Purposeful	 Engagement	 functionality,	 but	
telemetry	or	FW/SW	updates	can	be	any	format	required	by	the	device.	

	

FOR	GENERIC	USE	 	 FOR	SPECIFIC	INSTALLATION	

	 Device	is	Manufactured	 	

Capabilities	Profile	Installed	 	 Certificate	 Installed	 (Including	
Domain	and	Device	ID)	

During	Installation,	installer	
configures	device	Domain	

	 Device	 is	 installed	 in	 specific	
location	and	wired	to	equipment	

Device	connects	to	Prasaga	
Ecosystem	 via	 Installer	
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Credentials	 and	 down	
Device	Specific	Certificate	

	 Device	Connects	to	Prasaga	ecosystem	using	
Device	Certificate	via	SASL	External	

	

	 Device	 is	 Discovered	 in	 Pre-Commissioned	
State	

	

Device	Send	Capabilities	to	
Prasaga	

	 Prasaga	 uses	 device	 certificate	 to	
determine	device	ID	

Prasaga	 “Configure”	 Usher	
determines	 list	 of	
applications/configurations	
that	can	be	installed	

	 Prasaga	 “Configure”	 Usher	
determines	 device	
Profile/Applications/Configuration	
by	device	ID	(As	it	fixes	the	specific	
Installation)	

Installer	 selects	 Device	
Profile	

	 	

	 Prasaga	“Configure”	Usher	pushes	Firmware,	
Software,	and/or	Configuration	to	Device	

	

	 Device	Send	Events	and	Telemetry	to	Prasaga	
at	Infinitum	based	on	Device	Profile	

	

	 Prasaga	 Matches	 Telemetry	 or	 Events	 with	
Monitored	Condition	

	

	 Prasaga	 Usher	 directly	 contacts	 devices	 to	
gather	additional	telemetry	

	

	 Prasaga	Usher	determines	if	device	issue	can	
be	automatically	resolved	

	

	 IF	 YES:	 messages	 directly	 with	 device(s)	 to	
resolve	issue,	Return	to	Nominal	Condition.	

	

	 IF	NO:	adds	devices	to	roster	of	Work	Force	
Manage	 Specified	 Technician	 and	 provides	
device(s)	condition	with	context	

	

	 Remote	 Technician	 can	 directly	 connect	 to	
device	to	attempt	to	resolve	issue		

	

	 IF	YES:	Archive	required	actions,	track	in	CRM,	
Return	to	Nominal	Condition.	

	

	 IF	NO:	Notify	Equipment	Expert	and	invite	to	
MutliUserChat	and/or	Screen	Share	
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	 Equipment	 Expert	&	Remote	 Technician	 are	
directly	connected	to	device	and	attempt	to	
resolve	issue	

	

	 IF	 YES:	 messages	 directly	 with	 device(s)	 to	
resolve	issue,	Return	to	Nominal	Condition.	

	

	 IF	NO:	Work	Order	is	created	and	assigned	to	
Onsite	 Technician	which	has	 the	 equipment	
knowledge,	replacement	parts,	proximity	and	
availability	to	resolve	the	issue.	

	

	 IF:	 Onsite	 Technician	 availability	 changes,	
automatically	 reassign	 Work	 Order	 to	
alternative	 Onsite	 Technician	 to	 expedite	
server	resolution.	

	

	 IF:	 Device	 needs	 to	 be	 replaced,	 Onsite	
Technician	 can	 extract	 device	 certificate	 of	
the	device(s)	being	replaced,	and	install	them	
into	generic	replacement	device	

	

	 Device	Connects	to	Prasaga	Ecosystem	using	
Device	Certificate	via	SASL	External	

	

	 Device	 is	 Discovered	 in	 Pre-Commissioned	
State	

	

	 Prasaga	uses	device	certificate	to	determine	
device	ID	

	

	 Prasaga	“Configure”	Usher	determines	device	
Profile/Applications/Configuration	 by	 device	
ID	 (As	 it	 fixes	 the	 specific	 Installation)	
[Including	 any	 changes	 from	 the	 original	
commission	state]	

	

	 Prasaga	“Configure”	Usher	pushes	Firmware,	
Software,	and/or	Configuration	to	Device	

	

	 Device	Send	Events	and	Telemetry	to	Prasaga	
at	Infinitum	based	on	Device	Profile	

	

Actionable	Data	Ecosystem	
Actionable	Data	delivery	must	be	addressed	in	the	IoT.		Less	than	1	percent	of	the	data	being	generated	
by	the	30,000	sensors	on	an	offshore	oil	rig	is	currently	used	to	make	decisions.	4			
	
According	to	IDC	April	20145	report,	Internet	Data	will	
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• Increase	10x	between	2013	and	2020	from	4.4	trillion	GB’s	to	44	trillion	GB’s,		
• ~35%	(up	from	less	than	5%	currently)	is	useful	(U)	data	
• 10%	being	high	value	(HV)	data.			

	
Another	example	of	 increased	data	capabilities	 is	manufacturing	automation	systems	on	 factory	 floor.	
Currently	 they	 use	most	 data	 only	 for	 real-time	 control	 or	 anomaly	 detection.	 	 Value	 remains	 to	 be	
captured,	by	using	more	data,	as	well	 as	deploying	more	 sophisticated	 IoT	applications,	 such	as	using	
performance	data	for	predictive	maintenance	or	to	analyze	workflows	to	optimize	operating	efficiency.	

With	purposeful	engagement,	Prasaga	is	able	to	deliver	to	each	system	the	data	that	is	useful	to	it	and	
actionable	from	it.		This	brings	us	to	the	two	levels	of	data	delivery	which	is	relevant	in	IoT	

Useful	Data-	summarized	capture	and	forward	

For	example,	Prasaga	will	house	data	of	each	device	in	1hour	intervals	and	forward	summarized	report	
file	of	each	devices	state	of	operation	to	customer	owned	and	specified	system	in	the	customer	specified	
data	format.	

High	Value	Data-	real-time	stream	+last	15	minute	file>	available	endpoint	

In	case	of	event,	Prasaga	will	purposefully	engage	the	proper	“available”	endpoint	and	forward	file	with	
last	15	minutes	of	data	for	historical	view	to	determine	when	failure	started	along	with	real-time	stream	
for	understanding	of	state	for	better	decision	making.	

With	the	Prasaga	Ecosystem,	an	organization	can	concentrate	its	efforts	on	its	core	business	as	well	as	
allowing	more	comprehensive	service	delivery	to	its	customers.	

Collaboration	needs	for	the	Internet	of	Things	

Prasaga	 ecosystem	 is	 the	 ideal	 foundation	 for	 realizing	 the	 benefits	 of	 internet	 enabled	 devices.	 The	
Prasaga	ecosystem	provides	a	rich	suite	of	collaboration	features	including	MUC,	broadcasting,	streaming	
audio	 and	 media,	 to	 run	 alongside	 of	 collection	 and	 control	 fabric	 it	 provides	 for	 IoT	 devices.	 This	
combination	allows	for	rich	Command,	Control,	Computers	and	Communication	(C4)	applications.		

Prasaga	open	standard	creates	a	valuable	 installation	model,	because	Prasaga	allows	secure	Server	 to	
Server	(S2S)	federation,	multi	node	solutions	can	be	installed	in	each	region	and	be	used	independently,	
but	 can	 immediately	 federate	 communication	 between	 each	 installation.	 This	 allows	 Command	 and	
Control	to	bridge	multiple	regions	and	organizations	as	they’re	invited	in	the	response	of	an	incident.	This	
can	be	controlled	through	Black	or	Whitelisting	of	peered	domains	and	updated	on	demand.	

Since	 Prasaga	 provides	 an	 ecosystem	 that	 can	 be	 used	 for	 more	 than	 just	 command	 &	 control	 of	
emergency	situations,	i.e.	Remote	Device	Manage,	Mobility,	and	Workforce	Manage	each	community	is	
not	required	to	invest	in	technology	strictly	for	emergency	preparedness.	In	fact	energy	and	remote	device	
manage	application	enabled	by	Prasaga	increase	daily	operating	efficiency.	
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The	Prasaga	Ecosystem	Solution	

Prasaga	is	an	Actionable	Data	Ecosystem	that	delivers	events	and	controls	over	secured,	trusted	channel,	
the	ecosystem	includes	both	capability	for	the	translation	of	one	language	to	another	and	data	mapping	
between	different	databases	and	applications	for	ubiquitous	data	flow	between	all.	Prasaga	simplifies	the	
IoT	 by	 connecting	 all	 endpoints	 together,	 brokering	 communication	 between	 them	 and	 sending	 bi-
directional	information	about	events,	data,	and	status	between	all	endpoints.		

The	Prasaga	is	based	on	event-driven	fabric	architecture	that	includes	presence	with	XMPP,	enabling	the	
transport	on	any	state	of	any	device.			Event	fabric	is	a	more	efficient,	faster,	and	less	resource	intensive	
architecture	than	its	predecessors,	which	most	web	services	still	use	today.		

Prasaga	also	enables	a	very	secure	coupling	between	the	application	nodes.		A	compromise	of	the	physical	
network,	or	even	the	software	defined	network	(SDN),	does	not	mean	a	compromise	of	the	application.		
The	 application	network	may	be	disrupted	by	denial	 of	 service	 (DoS)	 but	 the	data	 stream	will	 not	 be	
compromised	if	an	attacker	is	able	to	hack	a	router	or	attempt	a	man-in-the-middle	attack.	

Security	

A	discussion	of	Prasaga	security	starts	the	connection	between	a	client	and	the	server.	The	security	is	part	
of	the	XMPP	open	standard	protocol,	it	is	a	TCP	connection	to	which	Transport	Layer	Security	(TLS)	may	
be	applied.		TLS	is	part	of	the	negotiation	between	the	client	and	the	server	when	the	connection	is	being	
established.		TLS	may	be	required	by	the	server	and/or	client	depending	on	settings.		A	connection	will	
not	be	made	if	TLS	is	required	on	one	end	and	not	supported	by	the	other.	

Most	people	are	familiar	with	TLS	as	the	means	of	creating	a	secure	connection	to	a	website	and	the	effect	
is	 the	 same	 with	 the	 Prasaga	 connection.	 	 TLS	 encrypts	 the	 data	 between	 the	 client	 and	 server.	
Additionally,	TLS	allows	the	use	of	a	client	certificate,	which	allows	the	server	to	be	confident	of	the	client	
identity.	 	Although	not	commonly	used	in	a	web	scenario,	this	feature	is	useful	as	 it	means	you	can,	 if	
desired,	present	a	certificate	for	identification	rather	than	a	username	and	password.		Prasaga	supports	
the	use	of	client	certificates	for	authentication.	

In	the	more	typical	case	where	a	username	and	password	 is	being	used,	Prasaga	supports	a	variety	of	
authentication	mechanisms	including	the	currently	recommended	SCRAM-SHA2	and	SCRAM-SHA2-PLUS		
SASL	or	External	mechanisms.	 	The	PLUS	and	SASL	 indicates	the	use	of	channel	binding,	a	feature	that	
ensures	the	two	endpoints	are	using	the	same	TLS	connection.		Channel	binding	is	used	to	avoid	man-in-
the-middle	attacks.		Imagine	an	entity	that	pretends	to	be	the	server	and	receives	TCP	connections	from	
the	client	and	 reflects	 the	data	onto	a	 second	TCP	connection	established	 to	 the	 real	 server.	Channel	
binding	lets	the	client	and	real	server	detect	that	they	are	not	using	the	same	TLS	session,	at	which	point	
the	connection	will	be	aborted.	

The	discussion	to	this	point	has	involved	connections	between	clients	and	the	server.	 	Another	type	of	
connection	is	between	two	servers,	which	occur	when	endpoints	in	domains	hosted	on	different	servers	
want	to	communicate.	The	two	servers	must	establish	a	connection	to	send	data	between	the	domains.		
This	server-to-server	(S2S)	connection	can	utilize	TLS	and	client	certificates	so	each	server	can	be	assured	
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of	the	other’s	 identity.	 	Combining	this	with	the	Prasaga	white	list	or	black	list	feature	for	allowed	S2S	
connections	gives	you	explicit	control	over	which	domains	your	server	will	communicate	with.	

XMPP,	 the	 gateway	 to	 cloud	 protocol	 in	 Prasaga	 ecosystem	 is	 mandated	 by	 the	 U.S.	 Department	 of	
Defense	(DoD)	for	real-time	communication,	including	voice,	video,	multi-user	chat,	messaging,	and	the	
exchange	 of	 presence	 information	 (human	 and	 machine).	 The	 Prasaga	 ecosystem,	 allows	 simple	
integration	with	existing	 security	 solutions,	 including	 Integrated	Auth,	public	key	ecosystem	 (PKI),	 and	
data	encryption.	

Conclusion	

The	next	logical	step	in	the	internet’s	evolution	is	the	interconnection	with	and	integration	of	the	real	
world,	that	is,	the	physical	environment	we	live	in.6	That	interconnection	is	the	IoT,	but	this	is	not	the	
end	of	the	story.	The	big	win	happens	when	the	IoT	is	combined	with	collaboration	to	allow	intelligent,	
integrated,	interoperable	command,	control	and	manages	of	all	assets	human	and	machine.	Allowing	
disparate	organizations	to	securely	share	and	manage	everything;	Prasaga,	LTD.	ecosystem	is	the	
foundation	for	the	next	phase.	Prasaga,	LTD’s	vision	is	to	address	the	functional	needs	of	the	IoT.		Create	
purposeful	engagements	between	any	device(s)	and	any	endpoint(s)	that	have	need	for	specific	data	
being	published	for	service,	control,	warranty	or	any	other	processes	the	publisher	(owner	of	device)	
chooses/requires	that	would	better	facilitate	the	function,	health	and	longevity	of	the	devices	or	
“Things”	that	sensors	are	monitoring.				
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