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The Smart Factory is one of the most critical verticals in the IoT.  Certain conditions must exist to enable 

the full economic benefits of the Internet of Things in the factories setting 

• Machinery that includes IoT enabled sensors and actuators 

• LAN and WAN data communications networks with sufficient reliability and capacity 

• Improvements in data analytics  

• Data security and confidentiality 

• Organizational issues concerning workforce and collaboration   
 
For IoT applications to be adopted in the factory setting, improvements are needed 
 

• In connectivity and interoperability (both for machine-to-machine communications and for 
relaying large streams of data from the production floor) 

• In data analytics as well as cloud data storage and computing  

• In security and privacy 
o Companies need data about how factory-made goods are used by customers—to correct 

design flaws, for example—and consumers will need to trust that the manufacturer is 
maintaining strict data security.i 

 
Actionable Data delivery must be addressed in the Smart Factory.  Less than 1 percent of the data being 
generated by the 30,000 sensors on an offshore oil rig is currently used to make decisions. ii   
 
According to IDC April 2014iii report, Internet Data will  

• Increase 10x between 2013 and 2020 from 4.4 trillion GB’s to 44 trillion GB’s,  

• ~35% (up from less than 5% currently) is useful (U) data 

• 10% being high value (HV) data.   
 
Manufacturing automation systems on factory floor use most data only for real-time control or anomaly 
detection.  Value remains to be captured, by using more data, as well as deploying more sophisticated IoT 
applications, such as using performance data for predictive maintenance or to analyze workflows to 
optimize operating efficiency. 
 
The issue that lies ahead for organizations is the ability to get to the U and HV data as quickly as possible 
and get that data to the correct systems or applications.  Prasaga, Inc. has developed its platform to do 
just that, with purposeful engagement, Prasaga is able to deliver to each system the data that is useful to 
it and actionable from it. 
 

IoT applications in factory settings have the potential to create value of $1.2 trillion to $3.7 trillion per 

year in 2025. iv 

• The greatest potential is in operations optimization—making the various processes within the 
factory more efficient, including  

o Sensors pushing state data for systems rather than human judgment (and human error), 
to adjust the performance of machinery  

o Use of data from production machinery to adjust workflows.  



 

▪ Remotely tracking, monitoring, and adjusting machinery, based on sensor data 
from different parts of the plant (and even across plants) 

 

• The next applications creating value for factory is  
o Predictive maintenance 

▪ Predictive maintenance involves using sensors to monitor machinery 
continuously to avoid breakdowns and determine when maintenance will be 
required, rather than relying on regularly scheduled maintenance routines 

o Inventory management 
▪ Automatically restocking parts bins based on weight or height data recorded by 

sensors 
o Supply Chain Integration 

▪ Vehicle, Personnel health  
▪ Environmental and geo political landscapes 

o Product State during lifecycle use 
▪ Receive events when device outside normal state 

 

Use of IoT in the factory setting has the potential to alter the relationships among manufacturers, 
distributors, consumers, and lenders  

• Manufacturers 

• improve the performance at individual plants  

• greater visibility into performance throughout all production facilities 

• Understanding of state of activated devices 
o Ability to understand operating state of entire production run to analyze design or 

discover supplier equipment flaws 

• Distributors, retailers 

• IoT-enabled production and inventory systems 
o Provide greater visibility into supplier economics  
o which could lead to better pricing 

• Downstream players  

• Better data for their own inventory and supply-chain management 

• Lenders 

• IoT data gathered from factories to inform their lending decisions 
 
Early adoption of IoT will ultimately lead to 

• For operators of factories 

• Improved efficiency  

• Increased profitability  

• Enable pricing advantages  

• Market-share gains 

• For industrial equipment maker  

• privileged access to operator data for improved  
o product design 
o stronger customer relationships 
o provide the basis for an as a service on equipment 



 

Prasaga, Inc.’s Actionable Data Ecosystem facilitates all the needed capabilities outlined in this document, 

from factory floor to the consumer usage allowing organization to reach the goal.   The first step is to 

allow the machine to accept commands via a client.  If it does not already exist, control software will need 

to be added to machines to enable commands to be received and acted upon.  This will be required for 

ANY solution, regardless of transport or other factors.   

CamX is the current messaging protocol in manufacturing, as a one-way protocol that sends XML files to 
systems for analysis.  Currently CamX uses http 1.1 for internet transport, which is inefficient, unsecure 
and produces too much unnecessary data.  Prasaga uses XMPP an IETF international open standard for 
internet communication based on XML, making it the correct protocol for messaging between machine 
and system.  XMPP is mandated by the United States Department of Defense for Real time 
communications for Voice, Video, Chat, Messaging, and Presence based on its security and 
interoperability between disparate systems and is bi-directionality so commands are sent down the same 
secure channel that the messages are coming from. 
 
Prasaga is currently working with IPC, SMT machine manufacturers and both contract and direct 

manufacturers clients on pilot programs for Smart Factory.  The first step in the process involves switching 

out HTTP with XMPP in the CAMX protocol stack, integrate all XML schemas into the Prasaga ecosystem 

from both machines and the systems that run them.  The second part of the pilot includes the building 

and integration of EXI dictionaries.  Efficient XML Interchange (EXI) or binary XML, is a W3C international 

open standard, 1K XML message are compressed to 30 bits freeing up the chokehold being experienced 

now due to IT and OT competing for transport.  

By updating the current systems without the need to replace will allow manufacturers to accelerate their 

IoT/Smart Factory deployment and allow fully automated interaction via secure channels of worldwide 

factory ecosystems. 

i McKinsey & Company THE INTERNET OF THINGS:  MAPPING THE VALUE BEYOND THE HYPE JUNE 2015 
ii See Big data: The next frontier for innovation, competition, and productivity, McKinsey Global Institute, May 

2011, and Open data: Unlocking innovation and performance with liquid information, McKInsey Global 
Institute, October 2013. 
iii The Digital Universe of Opportunities: Rich Data and the Increasing Value of the Internet of Things, April 2014, IDC #IDC_1672 
iv McKinsey & Company THE INTERNET OF THINGS:  MAPPING THE VALUE BEYOND THE HYPE JUNE 2015 

                                                           


