
Working in the Real World with IoT and 
XMPP- RDM for HVAC 

 

Prasaga team has been deploying IoT systems for 10 years, our devotion and focus to IoT has led us to 

implement capabilities/systems which are being referred to in many posts I read as future potential use 

cases. In this post I will go into a real world example of a current system, the bottlenecks and innovations 

that are made possible because of XMPP and Prasaga’s high performance platform. 

I recently read a repost by Francisco Maroto of Microsoft in Spain “Flutura + M2M + Big Data Analytics = 

Blue Ocean Opportunities” in which there are 8 use cases in building management systems. Each of these 

use cases has been in action for 4 years now as well as a particular innovation that creates even more 

efficiencies than first thought possible, the ability to Purposeful Engagement. 

The Customer Needs 

A US nationwide Fortune 100 HVAC company employed 1500 service representatives to service its HVAC 

systems in 200,000 buildings, each building has 125-1500 devices that needed to be monitored. The 

problem the company wanted to solve was to support more buildings and to provide a more proactive, 

intelligent level of service—without adding additional service representatives—and to create a new 

revenue model for this higher level of service. The goal was to make the buildings run more efficiently via 

active monitoring of data gathered from HVAC system sensors. 

Originally the company was not looking at XMPP as a solution, the project leads were not even aware of 

the protocol as most in the world are not. The company brought in all the usual subjects touting all the 

traditional offerings and sitting through exasperating hours of presentations. The one question that 

stopped each meeting as well as prompting the customer wondering if they could actually reach their 

stated goal, “how many buildings can your system control?” the answer was in the 100’s of building from 

each vendor based on the number of sensors/actuators per building , amount of data which would be 

gathered, communicated, consumed by business intelligence (BI) system, archived in db’s for 

development of policy which in turn will be accessed allowing control commands or technician 

deployment being sent to the device that is acting out of norm (The Platform scaled to ~10,000 buildings 

per server). 

There was also the issue of how much and which data needs to be sent to the BI and db’s for consumption, 

how much bandwidth, power and infrastructure would be necessary for the system to allow all they 

desired to happen. The BI and db’s are the main bottlenecks that Prasaga deals with in these systems as 

they have not been able to consume the data at the rates The Platform is able present it to them. And lastly 

there were on average four disparate data protocols in place predicated by the system and/or 

manufacturer per location. 

http://en.wikipedia.org/wiki/Internet_of_Things
http://en.wikipedia.org/wiki/XMPP
http://www.linkedin.com/groups/M2M-Analytics-Big-Data-108418.S.257785197?qid=250e0c2d-6276-4e94-bf65-0dab11cc4e05&trk=group_most_recent_rich-0-b-ttl&goback=%2Egmr_108418
http://www.linkedin.com/groups/M2M-Analytics-Big-Data-108418.S.257785197?qid=250e0c2d-6276-4e94-bf65-0dab11cc4e05&trk=group_most_recent_rich-0-b-ttl&goback=%2Egmr_108418
http://en.wikipedia.org/wiki/HVAC
http://en.wikipedia.org/wiki/HVAC
http://en.wikipedia.org/wiki/Business_intelligence


The HVAC Company found Prasaga team after a participant asked if XMPP could be used for M2M 

communications since it works so well for chat/IM and federation. 

Understanding the Issues 

As mentioned earlier, each building has numerous different data protocols (BACnet, LonWorks, Modbus, 

OPC, etc.). For the company to be successful they could not tell their customer that they needed to replace 

all the equipment to a single protocol or manufacturer, which is the biggest hurdle of IoT. Each similar 

device though does have the same values (a fan has 3 data points/properties with multiple possible values 

per point, 1 Power=On/Off, 2 Direction=Forward/Reverse. 3 Speed = High, Medium, Low) no matter 

what the language, data protocol or manufacturer of the device and they are connected currently to a 

building controller, this controller allows you to maintain eyes on numerous different protocols and 

manufacturers systems. 

The current architecture was sending the data to each separate system in the NOC over HTTP with a 

traditional polling schema, meaning each device was continually asking respective servers if it wanted to 

know anything or if there was any information that the controller needed to send each device. This 

resulted in a huge amount of unnecessary bandwidth being consumed and network resources being used 

as http requires two sockets due to the unidirectional traffic flow. 

Architecting the Solution 

The Platform was implemented to gather data from the sensors and upload it in real time to the 

company’s BI, which then would analyze the data and send messages back to the sensors to change 

settings or do something differently. 

The first step was to identify if building infrastructure that has been working extremely well for the 

company’s customers, could be utilized and the answer was yes. XMPP is a communication protocol based 

on XML and developed to federate disparate platforms. Currently some data protocols have an object 

built into the device driver which allows the specific value of each object to be known. Changes in value or 

state of presence are forwarded to interested systems based on policy, allowing current state for each 

endpoint to be known when necessary, in real time; this is native to the XMPP protocol. For those device 

drivers that did not have the object created it was a matter of coding. Next writing an application was 

necessary for each of the different protocols that would grab the data for each object, once this is done for 

a data protocol any object by any manufacturer which uses the specific protocol will be able to be read by 

the application (app only needs to be written once per protocol and object) better known as Enterprise 

Service Bus (ESB) translation/transformation functionality. 

There was then an XMPP client placed in the controller that would take the object values which were now 

translated to XML and wrapping them in an XMPP envelope for forwarding to the XMPP server at 

company NOC and fed to the BI system. Back to the presence and pub/sub functionality of XMPP which 

allows true Service Oriented Architecture 2.0, only when a device was acting out of norm, based on policy, 

would any data be sent. There is no need to have trillions of devices continually sending data if they are 

running normally, the need for the data only exists when it is out of norm and in need of adjustment or 

maintenance. 
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Security and Privacy 

The greatest worry in IoT from companies and individuals is how data is being protected and kept from 

the hands of those wish to do malicious acts with it. Can you stop someone from not only stealing my data, 

can you stop them from being able to control my devices which could cost me monetarily and potentially 

cause human casualty. Again, let’s look to XMPP for this answer. 

XMPP is mandated by the DoD for real-time chat, messaging, communications and presence (the 

messaging and presence allows the protocol to be utilized in M2M communications).  XMPP allows 

applications to connect directly with endpoints and applications in Layer 7. The Platform uses an external 

SASL mechanism creating certificates on the server and client, known as channel binding, this allows each 

endpoint to trust the other and not allow man in middle attacks. The Platform has taken extra measures 

with the addition of whitelist/blacklist on server; if you are not supposed to connect you are not going to 

connect. 



In the case of traffic analysis, XMPP is the next best thing to TOR, originally designed, implemented, and 

deployed as a third-generation onion routing project of the U.S. Naval Research Laboratory. With XMPP 

only the domain to which you are connecting could be aware to others, there is no capability of seeing the 

data or where the data is being sent to or received from once bound to the server. XMPP is a private 

network riding on TCP/IP and in the minds of the DoD, safe enough to send the most classified 

information including combat communication. You are not susceptible to data compromise during layer 2 

and 3 attacks and you can close all incoming ports on the firewall. 

Purposeful Engagement 

Prasaga has introduced a new functionality to the IoT based on our advanced presence capabilities. 

Keeping with the HVAC theme let’s explore what is available today with the Platform and XMPP. 

HVAC techs are quite skilled and have unique capabilities, a profile. Under the construct of Purposeful 

Engagement, you can set geo-boundaries such as a town that will include all devices and their 

information. When an HVAC technician enters into that boundary the technician profile and inventory of 

the truck is broadcast to all the devices, and in turn the devices can scan the inventory look at the health of 

its individual parts and respond back that it needs attention and which piece of inventory specifically is 

needed. The technician can then be scheduled and maintenance is completed. 

This allows full proactive service of the HVAC systems and the creation of a rental or lease revenue stream 

for companies. A utility could actually own the chiller, and because of the efficiencies created by XMPP 

and The Platform, lease it to the building owner with the knowledge said building owner will have very 

efficient and cost effective in building systems without the need for large capital investment and a much 

reduced worry of critical systems failure and liability to tenants as they are now passed to the utility. 

Results 

This is very simple, due to the implementation of this solution the company was able to reduce outages, 

extend the life of equipment, and reduce electrical usage by 30 percent. 

 

 


